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1. Introduction 
Often cybersecurity professionals lack of hands-on experience that could help them succeed in this ever-changing field.  Every ethical hacker must have a place to practice and explore so beginners could understand how the theoretical knowledge of responding to a threat fit into a penetration test's grand scheme. According to Thomas (2014), most seasoned security professionals accomplished hands-on experience by getting exposure to real-life situations by creating a personal "hacking lab."  The purpose of this assignment is to create a hacking lab to sharpen my skills when using different scanning tools, network visualization tools within a virtual machine.  This hacking lab will provide a free environment to explore different tools and techniques without fearing an actual attack on the network.  
2. Trade Studies
Setting up a hacking lab is vital as it is one of the most effective ways to learn and master the basics of penetration testing.  In this test lab I used an Oracle Virtual Box which is a free open-source hosted hypervisor that allowed me to download the following Virtual Machines:
Kali Linux Virtual Machine: Kali Linux a security-testing platform.  Kali Linux runs separate from the host, which allowed me to interact with other virtual machines on the network.  Kali comes with several tools for penetration testing.  Some of the tools that I used were Wireshark Kismet and Nmap.   
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Metasploitable Virtual Machine: Metasploitable is an intentionally vulnerable Linux virtual machine.  The Metasploit framework is a powerful tool that cybercriminals and ethical hackers can use to probe systematic vulnerabilities on networks and servers (Petters, 2020).  Metasploit could be used in most operating systems due to its open-source framework, and it is considered the leading and most used pen-testing tool.
This is how I used Metasploit:
Launching Metasploit
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Searching for vulnerabilities: search name: microsoft type: exploit- The search command cold be run with a keyword to search for a specific author, an OSVDB ID or a platform. 
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show payloads: The use of this command allowed me to return a list of compatible payloads for the exploit. 
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show all exploits of the metasploit framework- The show options command showed the available parameters for an exploit if used when the command line is in exploit context. [image: Graphical user interface, text
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When all the required options have been set for the exploit, the exploit can be executed by using two commands: run and exploit. Just type run or exploit in the msfconsole and the exploit will run.
OWASP Webgoat Virtual Machine: WebGoat is an insecure application that allows developers to test vulnerabilities located in Java-based applications that use open-source components.  I found this VM a bit more difficult to learn.  

3. Virtualized Test Lab Architecture
Virtual machines emulate real computers. By using a virtual machine, I was able to emulate different computers with different OS’s on a physical computer.  In this case I was running a Linux OS on a Windows PC.
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4. Security Toolkit and Surveillance and Reconnaissance Processes
NMAP: Nmap is a free and open-source network scanner that I  used to discover hosts and services on a computer network by sending packets and analyzing the responses (Nmap, 2010).  Some of its features includes probing computer networks, and service and operating system detection. 
How did I use Nmap?
I ran NMAP and began scanning the Metasploitable VM to identify open ports on the machine. I noticed that some of the ports were open:
21/tcp, 22/tcp, 23/tcp, 25/tcp, 80/tcp, 111/tcp, 139/tcp, 445/tcp, 512/tcp, 513/tcp, 514/tcp, 1099/tcp, 1524/tcp, 2049/tcp, 2121/tcp, 3306/tcp, 5432/tcp, 5900/tcp, 6000/tcp, and 6667/tcp.
Grafana: Grafana is a visualization tool that allows the user to see and analyze all the metrics in one unified dashboard.  Usually, organizations use Grafana when (Campion, 2020):
Need annotated graphs. 
Have multiple logs and need to see them in one place.
Need to share the dashboards across the organization.
Need to reorganize information based on specific team needs.
Need an easy-to-use query builder.
Need alerting for events.     
I visited https://www.itpanther.com/ for a quick tutorial on how to install Grafana. 
On my Kali Linux terminal emulator, I typed the following commands:
I had to run: sudo apt-get install -y adduser libfontconfig1 to be able to install Grafana.
After that, I ran: wget https://dl.grafana.com/oss/release/grafana_6.7.3_amd64.deb
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To start Grafana, I typed the following command:  sudo systemctl start grafana-server.service
Right after that, I typed the IP address and the default port number, which is 3000.
Nagios: Nagios is a software for server, network, and log monitoring. Nagios can monitor applications, services, operating systems, network protocols, systems metrics, and network infrastructure. Nagios also offers capacity planning and snapshot configurations.  Nagios is used when organizations (Campion, 2020): 
Want to monitor servers
Want to monitor networks
Want to monitor applications
Need Windows or Linux monitoring
Need log monitoring
I did not install Nagios in my VM because I chose to work with Grafana instead.  However, I did my research and seems to be a good option for selecting a Network Visualization tool.
Wireshark:  Wireshark is a network protocol analyzer or an application that captures packets from a network connection from any home, office computer, or internet (CompTia, 2021).  I  used Wireshark to test the network and achieve the following: 
Packet Capture: Wireshark can listen to a real-time network connection and capture the entire traffic stream.
Filtering: Wireshark can sort out all random live data received by using filters. 
Visualization: Wireshark allows to visualize conversations and network streams.
After configuring the network adapter, I proceeded to download and launch Wireshark by using the following sequence:
$ sudo apt-get install wireshark
$ sudo dpkg-reconfigure wireshark-common 
$ sudo usermod -a -G wireshark $USER
$ newgrp wireshark
IP Packets Captured:  I selected my network interface as WiFi, and then I pressed the start button to begin to capture packets.  Once I captured the packets I wanted, I pressed the stop button.  Now I have created a static packet to investigate. 
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Capturing TCP Packets.  Wireshark allows capturing traffic on the selected IP addressed or any selected port. 
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There are not many tools available for Security Engineers and IT professionals that incorporate a complete network packet capture tool.  Wireshark capabilities to capture network packets and break them down in real-time or filter for offline analysis are extremely helpful.  Security Engineers could use this tool to inspect and filter the network’s traffic and zoom into the root of the problem by assisting security professionals with advanced network analysis and network security.  To get the most benefit out of Wireshark, a security professional should have basic understandings of several protocols such as TCP, UDO, DHCP, and ICMP.  
Nessus:  Nessus is a software for vulnerability assessment. Nessus performs inspections that aid security professionals in identifying vulnerabilities such as missing patches, malware, and misconfigurations (Capterra, 2018).
Pros
Free version and a product trial. 
On point-in-time assessments to help identify vulnerabilities, such as software flaws, missing patches, malware, and misconfigurations. 
Low price and affordable for organizations. The initial purchase is $1,500.
Customizable and flexible reporting.
Vulnerability scanning of network including IPv4 network and IPv6 network.
Capable of scanning all network devices connected.
Easy to find patching solutions.
Cons
Nessus is available for free, but the free version has some restrictions. The free version does not allow to perform internal/external PCI scan policies and configure audits. 
The Nessus professional version is pricy and cannot be afforded by anyone.
Nessus does not display the scan status while the scan is ongoing. 
The Nessus Pro version is limited to one user. 
Nessus does not support scans for machines with 2-factor authentication implemented on it.

The final scan result showed several vulnerabilities by severity.  I was able to use the Exploit DB tool on the Kali Linux VM.  I searched for vulnerability MS08-067.  Exploit DB showed me the code for that vulnerability.  I also googled the vulnerability mentioned above, and Rapid7's site gave a good explanation of the meaning of that particular vulnerability. 
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Kismet:  Kismet is an open-source tool for wireless sniffing.  Kismet supports wireless network scanning and intrusion detection. Kismet can monitor traffic by displaying all the packets it captures. 
Launching Kismet by: Logging into Kali Linux>Wireless Attacks>Launch Kismet>Type Kismet
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I got a message saying that Kismet could not capture data until a capture interface is added.  After that I added the interface -wlan0.  I started the server and immediately started seeing traffic detected and the mac addresses-names for the interfaces.
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I was able to see the wireless card connected, the packets received and which channel they are connected to.
I researched Google to find other valuable commands and to learn how to better navigate Kismet.  I went to https://tools.kali.org/wireless-attacks/kismet and https://www.shorttutorials.com/apt-get-commands/man-kismet.html where I learned more about Kismet capabilities and their commands.  I do see the importance of learning how to use this tool.  Throughout my research, I learned that there are three common paths to using Kismet: MAC address spoofing, packet injection and wireless encryption protection (WEP) cracking. 
5. Lessons Learned and Final Thoughts 
Technology is rapidly advancing, and more vulnerabilities are being exposed and exploited by malicious criminals.  I learned that wireless network must be secured with WPA2 encryption, channel control and a strong, non-default password. Security professionals must familiarize themselves with valuable pen testing tools such as Kismet, Nessus or Wireshark.  These tools are robust pen testing tools capable of performing an extensive array of tasks.  A basic understanding of any visualization tool or network scanning could help cybersecurity professional understanding network vulnerabilities and watch if any attacker has any malicious intension as  
running a vulnerability scan will show the network’s issues so the system administrator can quickly patch and adjust the system's vulnerabilities to improve security. 
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1677 windows/http/xampp_webdav_upload_php

1678 windows/http/xitami_if_mod_since

1679 windows/http/zentao_pro_rce
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1681 windows/http/zenworks_uploadservlet
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eserialization Remote Code Execution

1683 windows/iis/iis_webdav_scstoragepathfromurl

1684 windows/iis/iis_webdav_upload_asp

1685 windows/iis/ms@1_023_printer
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Rhinosoft Serv-U Session Cookie Buffer Overflow

SharePoint DataSet / DataTable Deserialization

Microsoft SharePoint Server-Side Include and ViewState RCE
SharePoint Workflows XOML Injection

SHOUTcast DNAS/win32 1.9.4 File Request Format String Overflow
SHTTPD URI-Encoded POST Reguest Overflow

o X

Solarwinds Firewall Security Manager 6.6.5 Client Session Handling V

Solarwinds Storage Manmager 5.1.8 SQL Injection

Dell SonicWALL (Plixer) Scrutinizer 9 5QL Injection

50L Server Reporting Services (S5RS) ViewState Deserialization
Streamcast HTTP User-Agent Buffer Overflow

Simple Web Server Connection Header Buffer Overflow

Sybase EAServer 5.2 Remote Stack Buffer Overflow

Sync Breeze Enterprise GET Buffer Overflow

Sysax Multi Server 5.64 Create Folder Buffer Overflow

Telerik UI ASP.NET AJAX RadAsyncUpload Deserialization

Apache Tomcat CGIServlet enableCmdLineArguments Vulnerability
TrackerCam PHP Argument Buffer Overflow

Numara / BMC Track-It! FileStorageService Arbitrary File Upload
Trend Micro OfficeScan Remote Stack Buffer Overflow

Trend Micro OfficeScan Remote Code Execution

Ultra Mini HTTPD Stack Buffer Overflow

Umbraco CMS Remote Command Execution

VMware vCenter Chargeback Manager ImageUploadServlet Arbitrary File

VX Search Enterprise GET Buffer Overflow

Webster HTTP Server GET Buffer Overflow

XAMPP WebDAV PHP Upload

Xitami 2.5c2 Web Server If-Modified-Since Overflow

ZenTao Pro 8.8.2 Remote Code Execution

Novell ZENworks Asset Management Remote Execution

Novell ZENworks Configuration Management Remote Execution

IBM Websphere Application Server Network Deployment Untrusted Data D

Microsoft IIS WebDav ScStoragePathFromUrl Overflow
Microsoft IIS WebDAV Write Access Code Execution
MS@1-823 Microsoft IIS 5.8 Printer Host Header Overflow

MS@1-826 Microsoft IIS/PWS CGI Filename Double Decode Command Execut
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Installing:
grafana x86 64

Transaction Summary

TR o |

/grafana-6.7.3-1.x86 64

176 M

Install 1 Package

Total size: 176 M
Installed size: 176 M

Is this ok [y/d/N]: y
Downloading packages:
Running transaction check
Running transaction test
Transaction test succeeded
Running transaction

Installing : grafana-6.7.3-1.x86 64

1/1

### NOT starting on installation, Elease execute the following statements to configure grafana to start

utomatically using systemd

sudo /bin/systemctl daemon-reload
sudo /bin/systemctl enable grafana-server.service

### You can start grafana-server by executing

sudo /bin/systemctl start grafana-server.service

POSTTRANS: Running script

Verifying : grafana-6.7.3-1.x86 64

Installed:

1/1
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File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

WA mXE QessES § =S Q] QI

N [Apply 2 display filter ... <Ctrl-/> = -+
0. Time Source Destination Protocol Length Info

2 0.001055392 10.6.2.3 25b.255.255.255 DHCP 590 DHCP NAK - Transaction ID @xe96el85c

3 0.001830980 0.8.0.0 2565.255.255.255 DHCP 330 DHCP Discover - Transaction ID @x21alGbc9

4 0.002647590 10.6.2.3 2565.255.255.255 DHCP 590 DHCP Offer - Transaction ID @x21alGbc9
- 5 0.082691326 0.8.0.0 2565.255.255.255 DHCP 336 DHCP Request - Transaction ID @x21alGbc9

6 0.008377980 fe80::a00:27ff:Tebd. Tf02::16 ICMPvE 90 Multicast Listener Report Message v2

7 0.031049453 10.6.2.3 2565.255.255.255 DHCP 590 DHCP ACK - Transaction ID @x21alGbc9

8 0.125197000 fe80::a00:277f:Ted4. TrB2::16 ICMPvE 90 Multicast Listener Report Message v2

» Frame 1: 330 bytes on wire (2640 bits), 330 bytes captured (2640 bits) on interface eth@®, id @
+ Ethernet II, Src: PcsCompu_04:c3:24 (08:00:27:04:c3:24), Dst: Broadcast (ff:ff:ff:ff:ff:fT)

» Internet Protocol Versionm 4, Src: 0.0.8.0, Dst: 255.255.255.255

+ User Datagram Protocol, Src Port: 68, Dst Port: 67

» Dynamic Host Configuration Protocol (Request)
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) 7 etho: <live capture in progress=> Packets: 8 - Displayed: 8 (100.0%) Profile: Default
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4UU £Y.019/ LU 192,108, £. 1L 173.194.123.31 ILDVi.c ¥ APPIILALIUN Ddla
401 29.6320520173.194.123.31 192.168.2.12 TP 54 443-63796 [ACK] Seq=7033 Ack=2139 win=46208 Len=0
402 29.6953070192.168.2.12 173.194.123.31 TLSvl.Z 149 Application pata
403 29.7244710173.194.123.31 192.168.2.12 TP 54 443-63796 [ACK] Seq=7033 Ack=2234 win=46208 Len=0
404 29.7660300173.194.123.31 192.168.2.12 TLSvl.Z 100 Application pata
405 29.7689670173.194.123.31 192.168.2.12 TLSvl.Z 247 Application pata
406 29.7693540192.168.2.12 173.194.123.31 TcP 54 63796-443 [ACK] Seq=2234 Ack=7272 win=64512 Len=0
407 29.7696120173.194.123.31 192.168.2.12 TLSV1.Z 92 application pata
408 29.7715090192.168.2.12 173.194.123.31 TLSvi.Z 92 Application pata
409 29.8015080173.194.123.31 192.168.2.12 TCP 54 443-63796 [ACK] Seq=7310 Ack=2272 win=46208 Len=0

413 33.3953020 74.125.226.99 192.168.2.12 66 80-63799 , ACK] Seq=0 Ack=1 Win=42900 Len=0 M55=1430 SACK_PERM=1 WS=128
414 33.3958480192.168.2.12 74.125.226.99 54 63799-80 [ACK] Seg=1 Ack=1 Win=65536 Len=0

416 33.3975870192.168.2.12 74.125.226.99 642 GET / HTTP/1.1

417 33.3998750192.168.2.12 82.145.215.41 66 6380080 [SYN] Seq=0 Win=8192 Len=0 M55=1460 WS=256 SACK_PERM=1

418 33.414042074.125.226.99 192.168.2.12 54 80-63799 [ACK] Seg=1 Ack=589 win=44160 Len=0

419 33.414783074.125.226.99 192.168.2.12 575 HTTP/1.1 302 Found (text/html)

420 33.4280600192.168.2.12 82.145.215.41 66 63801-80 [SYN] Seq=0 Win=8192 Len=0 M55=1460 WS=256 SACK_PERM=1

421 33.4289630192.168.2.12 173.194.123.31 66 63802-80 [SYN] Seq=0 Win=8192 Len=0 MS5=1460 WS=256 SACK_PERM=1

422 33.4293240192.168.2.12 173.194.123.31 66 63803-80 [SYN] Seq=0 Win=8192 Len=0 M55=1460 WS=256 SACK_PERM=1

423 33.4593720173.194.123.31 192.168.2.12 66 80-63802 [SYN, ACK] Seq=0 Ack=1 wWin=42900 Len=0 M55=1430 SACK_PERM=1 W5=128
424 33.4602130192.168.2.12 173.194.123.31 54 63802-80 [ACK] Seg=1 Ack=1 Win=65536 Len=0

425 33.4606140173.194.123.31 192.168.2.12 66 80-63803 [SYN, ACK] Seq=0 Ack=1 Win=42900 Len=0 MS5=1430 SACK_PERM=1 W5=128
426 33.4611790192.168.2.12 173.194.123.31 54 63803-80 [ACK] Seg=1 Ack=1 Win=65536 Len=0

427 33.4659590192.168.2.12 74.125.226.99 54 63799-80 [ACK] Seq=589 Ack=522 win=65024 Len=0

428 33.4735010192.168.2.12 173.194.123.31

708 GET /?gfe_rd=cr&ei=twyove6ziusmM8Qfwl4GQCA HTTP/1.1
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angell120 @kali: ~
Minimize all open windows and show the desktop

(ISMET - Point your browser to http:

[NFO: Registered PHY handler 'IEEES802.11" as ID @
[NFO: Registered PHY handler 'RTL433' as ID 1
[NFO: Registered PHY handler 'Z-Wave' as ID 2
[NFO: Registered PHY handler 'Bluetooth' as ID 3
[NFO: Registered PHY handler 'UAV' as ID &
[NFO: Registered PHY handler 'NrfMousejack' as ID 5
[NFO: Registered PHY handler 'BTLE' as ID 6
[NFO: Registered PHY handler 'RTLAMR' as ID 7
[NFO: Indexing ADSBE ICAO db
[NFO: Completed indexing ADSB ICAO db, 325227 lines 6505 indexes
[NFO: Registered PHY handler 'RTLADSB' as ID 8
INFO: Could not open system plugin directory (/usr/lib/x86_64-linux-gnu/kis
met/), skipping: No such file or directory
INFO: Did not find a user plugin directory (/home/angell120/.kismet//plugin
s/), skipping: No such file or directory
[NFO: GPS track will be logged to the Kismet logfile
OCAL: This is the first time Kismet has been run as this user. You will
need to set an administrator password before you can use many
features of Kismet. WVisit http://localhost:2501/ to configure the
password, or consult the Kismet documentation to set a password
manually.
[NFO: Enabling channel hopping by default on sources which support channel
control.
[NFO: Setting default channel hop rate to 5/sec
[NFO: Enabling channel list splitting on sources which share the same list
of channels
[NFO: Enabling channel list shuffling to optimize overlaps
[NFO: Sources will be re-opened if they encounter an error
[NFO: Saving datasources to the Kismet database log every 30 seconds.
[NFO: Launching remote capture server on 127.0.0.1:3501
[NFO: No data sources defined; Kismet will not capture anything until a
source is added.
INFO: Opened kismetdb log file './/Kismet-20210810-02-00-87-1.kismet’
[NFO: Saving packets to the Kismet database log.
[NFO: Starting Kismet web server ...
[NFO: (MTTPD) Started http server on port 2581
ENFO: A new administrator login has been set.
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Metasploit tip: Use help <command> to learn more about any command
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